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The Role of the Judicial System in Intellectual Property Enforcement

Both civil and criminal actions can be taken against suspected infringers in
the local People’s Court. In a civil action, the first court to hear the case, at the subprovincial level, is the Intermediate People’s Court. The Higher People’s Courts
hear IPR civil cases at the provincial level. Intellectual rights holders can also
initiate a private proceeding against suspected infringers, although this rarely
happens.
The burden of proof in a patent infringement suit lies with the IPR holder.
This can sometimes prove to be difficult, as there is no formal discovery process in
China and it’s therefore more difficult to obtain evidence from the infringer. Judges
instead tend to rely on the opinions of outside experts in making their decisions as
they try to understand the IPR and products in question.
Criminal actions are first heard by criminal tribunals in the People’s Court
following a Public Security Bureau investigation. A conviction for IPR
infringement in the criminal courts can result in fines, as well as sentences of up to

seven years, depending on the value of the infringed products. However, getting a
criminal case into court can sometimes be a challenge in itself, as the courts have
imposed a minimum value threshold for infringing goods. The threshold for
trademark counterfeiting cases is 50,000 yuan ($8,157) for the value of the
infringing products and 30,000 ($4,894) yuan in illegal income. For patents, the
amounts are 200,000 yuan ($32,626) for the value of infringing products and
100,000 yuan ($16,313) in illegal income.
The setting of minimal thresholds by the criminal courts may prevent
criminal action from being taken against some infringers. In addition, although
these threshold amounts may appear to be low, obtaining evidence to substantiate
even these small sums may prove difficult. Infringers tend to diversify their
products in a number of locations and keep their books and records hidden.
Therefore, it may be impossible in some cases to prove that an infringer has
exceeded the illegal income or product value minimums established by the courts.
Nevertheless, the main advantage of the judicial system over administrative
proceedings is that it provides a stronger deterrent against IPR infringement. IPR
infringement penalties in civil and criminal courts vary, with penalties in the civil
courts being less than those imposed in criminal courts. In a civil court, for instance,
an infringed party can only claim monetary damages for the loss of market share
and revenue caused by the infringer. In criminal court cases, an infringer can receive
a larger fine, as well as be sentenced to jail.
There are disadvantages to having a case heard in court versus an
administrative proceeding. Court cases can easily take a year or longer to resolve
and can be quite expensive since legal counsel is employed. Administrative
proceedings, in contrast, usually reach resolution within a few weeks. As a result,
actions initiated through the judicial system are far fewer than administrative
actions taken against IPR infringers. No matter what the venue for an IPR
infringement case, judicial or administrative, damages are difficult to collect, and
injunctions and limits on business activities are even more difficult to impose.
According to the China Business Review, the limited experience of many local
judges in IPR cases, local protectionism, and low transparency in court cases are
concerns in China. This is especially true when cases are heard outside of China’s
major cities. As an example, they cite a September 2007 court decision in Wenzhou,
where a Chinese company, Chint Group Corp., filed a lawsuit against a French
company, Schneider Electric SA’s joint venture, Schneider Electric Low Voltage

(Tianjin) Co., Ltd. Chint claimed that five of Schneider’s circuit breakers infringed
on Chint’s patents. The court eventually agreed with the company’s claim and
awarded the Chinese company 334.8 million yuan, or about $49 million at the time.
Foreign judgments, however, average far less. Typical damages awarded to
foreign companies usually average less than $30,000 USD. Often the cost of
litigation exceeds the monetary awards made by a Chinese court when
infringement against a Chinese company has been affirmed.
One reason we see such a disparity in judgments made against foreign
companies versus those that are local is the impact such judgments can have on the
community. As a result, justices are reluctant to fine a local company a large amount
of money because it could cause financial hardship for the company and also result
in workers being laid off. In China, which places a significant focus on social
harmony and domestic contentment, unemployment and worker unhappiness are
always concerns. The CCP is largely in power because they’re able to maintain
social harmony and provide economic prosperity. Consequently, they avoid actions
that could create social discord, bring about a loss of confidence in the Party’s
governing ability, or diminish economic prosperity.
US Government Agencies Charged with Enforcement

Intellectual property rights enforcement by the US government is
coordinated through the following entities:
 US Immigration and Customs Enforcement’s (ICE) National IPR
Coordination Center
 US Department of Justice’s Computer Crime and Intellectual Property
Section (CCIPS)
 www.stopfakes.gov
 US Embassy in Beijing, China
 US Customs and Border Protection e-Recordation website

US Immigration and Customs Enforcement’s (ICE) National IPR
Coordination Center
ICE has a task force that consists of member agencies that share information

and coordinate enforcement actions. They also conduct investigations into the theft
of intellectual property. These investigations are conducted by the National
Intellectual Property Rights Coordination Center (IPR Center), which is at the
forefront of the US government’s response to global intellectual property theft.
According to the US government, the IPR Center shares information, conducts
investigations, and coordinates enforcement actions with other global member
agencies into the theft of intellectual property.

US Department of Justice’s Computer Crime and Intellectual Property
Section (CCIPS)
The Computer Crime and Intellectual Property Section (CCIPS) is
responsible for implementing the Department of Justice’s national strategies in
combating computer and intellectual property crimes worldwide. CCIPS prevents,
investigates, and prosecutes computer crimes by working with other government
agencies, the private sector, academic institutions, and foreign counterparts.
According to the US government, the CCIPS law enforcement function is charged
with investigating computer crime and IPR violations, including emerging
computer and telecommunications technologies. It also litigates cases in these areas
and provides litigation support to other prosecutors, as well as trains federal, state,
and local law enforcement personnel.93 In the changing world of technology,
CCIPS will also propose new legislation to keep up with changes in technology, as
well as intellectual property.

www.stopfakes.gov
The website www.stopfakes.gov, by the United States Patent and Trademark
Office (USPTO), is intended to help small businesses protect their IP rights, both
domestically and overseas. It was launched to serve as a one-stop shop for US
government tools and resources on intellectual property rights by developing a
number of resources to educate and assist businesses. It’s especially focused on
addressing the needs of small and medium-sized enterprises (SMEs), consumers,
government officials, and the general public. According to Bill Heinze, at the
company I/P Updates, this website will provide guidance on whether someone
should file for IP protection, and if they do, what type of protection to file for and
how to go about it.

US Embassy in Beijing, China

The US Embassy in Beijing provides information on China’s current
intellectual property rights environment, protection through prevention, China’s
intellectual property rights enforcement system, how the US government can help
in infringement cases, and information resources. The Embassy will also provide
information on legislation and what can be patented, copyrighted, or trademarked,
and the registration process for each. However, what the US government can’t do
is put any meaningful pressure on China to stop its companies from infringing on
your IP, or give you legal advice. The best they can offer is to provide you with
information.

US Customs and Border Protection e-Recordation Website
This is a tool that can be used for recording registered trademarks and
copyrights with US Customs and Border Protection. Use of this website will
greatly decrease the time and paperwork required to file your initial trademark and
copyright recordation applications and thereby allow for more timely enforcement
of your IP rights. It will also help Customs prevent infringing imports from
entering the United States.

US Government Assistance
As we’ve stated, if you think that the United States government will be able
to help you with infringement on your intellectual property rights, you’re wrong.
It won’t become involved. Instead, it’s up to you to hire local legal counsel and take
action against alleged infringers. The reason behind this is that intellectual
property is considered personal property, and the US government cannot serve as
a rights-holder’s attorney.
US Lawsuits Against Chinese Companies

Prevailing in an intellectual property lawsuit in a Chinese court can be
difficult and very time-consuming. China’s judicial system is not independent, and
sometimes an anti-foreigner bias in local and provincial courts can favor
homegrown firms. This bias manifests itself more in smaller cities than in major
metropolitan areas such as Beijing and Shanghai. In addition to the Schneider
Electric example provided earlier, another example of provincial bias can be found
in the case of American Superconductor Corp. (AMSC). This company
manufactured controllers/converters for Sinovel, a Chinese startup wind-farm
company that had the financial backing of the Chinese government.

Sinovel was one of a number of wind-farm companies in which the Chinese
government invested huge amounts of taxpayers’ money. AMSC, a struggling
US company based in Devens, Massachusetts, was anxious to have a Chinese
partner, especially with the country’s newly placed emphasis on wind farms. The
deal between AMSC and Sinovel called for AMSC to make controllers in its
Chinese subsidiary factory and then install them in Sinovel’s wind turbines in
Northwestern China. Everything initially went well, but in 2010, Sinovel
suddenly started rejecting AMSC’s controllers, citing low quality.
AMSC, fearing oversights in their quality control process, investigated. The
investigation turned up some astounding facts. Investigators discovered that an
employee/manager of Windtec, an AMSC subsidiary in Austria, had received a
bribe of $20,000, plus an apartment and prostitute, for turning over AMSC’s
source codes to Sinovel. In addition, the employee was later found to be working
for Sinovel and was helping the company modify AMSC’s code in the controllers.
Upon receiving the codes, Sinovel established its own subsidiary in China to make
controller hardware, with its controllers now containing the modified AMSC
code.
In Austria, the bribed employee was questioned by authorities and promptly
confessed. He was subsequently sentenced by an Austrian court to several years
in prison. Upon obtaining this information, AMSC instituted lawsuits in four
jurisdictions in China for breach of contract and for copyright infringement,
calculating damages at $1.2 billion. Sinovel immediately countersued for breach
of contract and damages totaling $58 million. Two of the jurisdictions where
AMSC filed its lawsuit were Hainan and Beijing. Hainan is a small island not far
off the southern coast of China, in the South China Sea. In what was thought to
be a case of provincial bias, the Hainan Higher Court dismissed AMSC’s
copyright infringement case. However, the Beijing Intermediate Court ruled
against Sinovel.
AMSC subsequently appealed the Hainan ruling to the Chinese Supreme Court,
which agreed to review the case. The date of the review still has not been set
according to the most recent statement from AMSC.
Chinese Lawsuits Against US Companies

Not all intellectual property lawsuits are by US companies suing Chinese
firms. According to Jia Lynn Yang of the Washington Post, there are an increasing
number of Chinese companies suing US firms, and this trend is expected to

continue. China Daily indicates that intellectual property litigation cases rose to
66,000 in 2011, up 37.7 percent from 2010.
Chinese firms are currently suing Apple for patent and trademark
infringement, ranging from iPhone’s voice assistant Siri to the Snow Leopard
operating system. According to Peter Yu, a professor at Drake University Law
School, for some foreign companies such suits can be a significant problem. This is
especially true if their goods are manufactured in China. In that case, if a Chinese
court issues an injunction on the production of its product, this will almost
certainly have a significant impact on the company. However, in almost all cases,
Chinese firms are looking for a monetary settlement as a means of resolving the
dispute.
China Increases Its Patent Filings

China’s patent office has surpassed Japan and the United States to become
the busiest in the world, and the Chinese government is focused on continuing this
explosive growth in patent filings. In an effort to make the economy less dependent
on manufacturing, the Chinese government has set a goal for the filing of two
million patent applications per year by 2015. The US patent office, by comparison,
received 530,000 patent applications in 2011. However, in a recent report by the
European Union Chamber of Commerce, the quality of Chinese patents was called
into question, and the level of innovation was thought to be overhyped. China allows,
as do Germany and Australia, a utility model, which is automatically approved by
regulators without formal review. This is meant to encourage small inventors. But
as the Chinese government is endeavoring to meet its two million patent
application goal, more and more utility model patents are being filed. Along with
more patents has come more litigation. According to Chris Bailey, an executive at
the intellectual property law firm Rouse, intellectual property lawsuits in China
have nearly doubled from 2009 to 2011, although observers feel that many of these
claims are dubious.

Protecting Your Patents
On September 22, 2011, former Treasury Secretary Timothy Geithner told a
forum in Washington that:

“They (China) have made possible systematic stealing of intellectual property
of American companies and have not been very aggressive to put in place the
basic protections for property rights that every serious economy needs over
time.
“We’re seeing China continue to be very, very aggressive in a strategy they
started several decades ago, which goes like this: you want to sell to our country,
we want you to come produce here … if you want to come produce here, you
need to transfer your technology to us.”
China has for years adhered to the strategy Mr. Geithner mentioned in his
Washington forum address. The Chinese government wanted technology, and it
preyed on the greed of those who wanted to tap into the Chinese market, both as
importers and exporters, to obtain the technology it needed. Recently, however,
that’s beginning to change, as China has indicated that it would drop its indigenous
innovation rules. These rules specify that, in order to obtain a contract to sell
equipment and technology to the government, the seller must transfer related
patents and other intellectual property.
Many Chinese companies that work with foreign businesses, according to
Dan Harris in his law blog Protecting Your Intellectual Property in China, Part II, are
motivated to work with foreign businesses in order to acquire technology, trade
secrets, and know-how via training from the owners of the intellectual property.
In addition, most of these intangible assets have been lost to those that have been
trained by the foreign businesses themselves. Once the information is stolen, it’s
difficult to prosecute those responsible, and nearly impossible to get the stolen
information back. This loss most frequently occurs in:







technology licensing products,
joint venture manufacturing or services,
OEM manufacturing,
product design and development agreements,
employee training, and
distribution and sales agreements.

There are a number of steps a company can take to make the theft of
intellectual property more difficult. A company should
 educate employees as to what needs to be protected within the
company so that they can better protect it. Inadvertent losses
can occur from salespeople showing upcoming products,
technical organizations describing research and development,
publicity departments talking about new patent filings, and so
on.
 perform a risk and cost-benefit analysis and determine what
information, if lost, would hurt the company the most and
which of these assets has the most risk of being stolen.
 place labels on information that is confidential, labeling it as
such, and label it as proprietary on computer screens. indicating
the importance of the information. This will support your
argument, if the case gets to court, that you made it clear that
the information was protected.
 ensure both physical and digital security. Restrict access to
rooms where sensitive data are stored and use passwords to
limit access to important databases.
 install software that tracks documents and intellectual property.
 analyze security breaches, both physical and digital, and put
together a big picture of your company’s security. An analysis of
a single incident may not be sufficient to give you what’s actually
occurring within your company.
 analyze how you would go about stealing your intellectual
property if you were spying on your company. This will give
you the best indication of what preventative measures are
needed to keep this from happening.
 beware of social engineering, where business intelligence
gatherers elicit information from employees over the phone by
implying that they’re someone they aren’t.
 beware of the conveyance of information in public places, such
as conversations in an airport, a restaurant, or a bar. Also
beware of a competitor posing as a potential customer after a
company presentation and attempting to get a demo of a new
product.
The United States government is working on ways to protect intellectual
property theft through the Internet. Senator Patrick Leahy, and eleven bipartisan

cosponsors, introduced a bill in Congress called the Protect IP Act. The purpose of
this law is to curb access to websites whose sole purpose is to sell infringing
intellectual property or counterfeit goods. Currently, if a domain is registered in
the United States, law enforcement has the right to seize a domain without trial via
what’s termed asset forfeiture. The Protect IP Act will target domains registered
outside the United States, giving the government the authority to force DNS
servers in the United States to not carry such domains.
Summary

Intellectual property disputes between the United States and China have
existed since the late 1970s, when China opened its doors to foreign trade. In the
past, the United States had some degree of success by threatening China with trade
sanctions, nonrenewal of its most favored nation’s status, and opposition to China’s
entry into the World Trade Organization.104 However, once China entered the
WTO, things changed. When this happened, the United States had very little
leverage over China and subsequently had to use the World Trade Organization’s
dispute settlement process to resolve intellectual property disputes.
The real cost of intellectual property theft is not only the loss of jobs and
decreased corporate profits, but also increased health risks from both counterfeit
drugs and consumer goods. In fact, the World Health Organization (WHO)
recently warned that as much as half the world’s drug supply may soon consist of
fake pharmaceutical drugs.
China is the global leader in the production of counterfeit goods. In 2010, 85
percent of the counterfeit goods seized in Europe and 76 percent of the counterfeit
goods seized in the United States were believed to have come from China.
While we’ve read that the United States and China have had numerous
meetings on the subject of intellectual property infringement and that progress is
being made, in point of fact, little real progress has actually been made in resolving
key issues. One reason for this is that 8 percent of China’s GDP comes from the
counterfeiting of creative works, consumer goods, industrial products, and
software. That’s significant. Therefore, we don’t believe that there will be an end to
the production of counterfeit goods in China in the foreseeable future, because of
the significant profits and number of people employed in the production process.
The Chinese are not about to put thousands of their citizenry in the unemployment
line, risk social discontent, and take a hit to their GDP. Why should they? Instead,
the Chinese mind-set is that they must have an economic reason in order to give up
profits that are this significant.

Unless there’s a counterbalancing situation that would create an untenable
situation, such as in the past where the United States threatened China with the
loss of its most favored nation status, or an unacceptable political situation, there’s
nothing that will force the Chinese to balance the scales on intellectual property.
It’s simply not a level playing field, and the Chinese know it. In fact, the US
government also knows it. Keeping a Chinese company from obtaining access to
intellectual property seems, at this point, the most plausible way to prevent
intellectual property theft.

References for the data and information contained within the above material can
be found in Conducting Business in the Land of the Dragon by Alan Refkin and Scott
Cray.
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